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Setting up Microsoft Office 365 MFA- Students

Follow these instructions to set up Multifactor Authentication for Microsoft Office 365.

Using Phone App
You will need the Microsoft Authentication app installed fromthe iOS App or Google Play Store
to complete the setup.

1. Froma computer open aweb browser and navigate to https://www.office.com.
2. Click the “Sign in” button at the top right of the webpage.
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3. Students Sign into Office 365 using the Pirate portal login @student.victoriacollege.edu
V#@student.victoriacollege.edu or PM123456@student.victoriacollege.edu then Click Next.
4. Type inyour Pirate Portal password

BE Microsoft

Sign in

V1234567 @student.victoriacollege.edu m

Mo account? Create onel

Can't access your account?

5. Enteryour password.

BE Microsoft
@victoriacollege.edu

Enter password

Sign in with a security key
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6. You will be prompted to set up MFA to comply with security policy. Click Next.
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@victoriacollege.edu

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn mare

Using Microsoft Authentication
7. Install Microsoft Authentication from the App Store or if you already have it launch it from
your home screen. Then click Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

want to use a different authenticator app

| want to set up a different method
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8. Click Next on the infor_mation_ window.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

: /

| want to set up a different method

9. You should now see a QR code displayed on your PC:

Microsoft Authenticator 4

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next™.

‘ Can't scan image? ‘
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Instructions from this point will be done on your phone
Note: You will need to allow notifications on your phone for the Microsoft Authenticator app.

1. Inthe Microsoft Authenticator app tap the “+” button at the top.
(The image shows entries in Microsoft Authenticator which are blurred out, you should have

nothing here unless you've used it for another service already.)
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Authenticator + Q

2. Tap the “Work or school account “option.
2:24 O M M © &f 56UC il 84%m

< Add account

What kind of account are you adding?

=. Personal account @
=. Work or school account @

Other account (Google, Facebook, etc.) @

Institutional Effectiveness and Learning Technologies Updated 1/9/2024 - PM Page | 4



XC‘;VICTORIA COLLEGE

3. Tap the Scan QR Code option:

Add work or school account

[Eg Scan a QR code

EI Signin

CANCEL

4. Tap the “Allow” button to allow notifications and Picture access:

Scan QR code

Your account provider will display a QR code

“Authenticator” Would Like to
Send You Notifications
Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Allow Authenticator to take pictures and record video?

While using the app

Only this time

Don't allow

5. Scan the QR code on your computer screen with your iPhone. You should now see an entry
for your Victoria College account in Microsoft Authenticator.
303 ™M B B Ni56UC Jl 77%m

Authenticator + Q
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IE victoriacollege.edu >
(@victoriacollege.edu
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Testing Multifactor Authentication

Now that you have added Microsoft Authenticator as a multifactor authentication method for
your Office 365 account Microsoft will have you test it.

1. Onyour PC, click the Next button on the QR code screen.

Microsoft Authenticator

e

Scan the QR code

Back

2. Onthe next screen, you should see a 2-digit codé, and you will receive a push notification
on your phone.

Microsoft Authenticator X

Let's try it out
5

Approve the notification we're sending te your app by entering the number shown below.

36

| Back ‘

3. Tap the push notification to input the code from your PC into the Microsoft Authenticator app
on your phone.

s
118

Monday, February 13
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4. Enter the code from your computer's browser into the Microsoft Authenticator app, then tap
“Yes”™

victoriacollege.edu

jdoe riacollege.edu

N
® . A :
e Are you trying to sign in? (verify
n victoriacollege.edu
Jdoe@victoriacollege.edu
Or
@1/ 6 Enter the number shown to signjin.
& El >
No, it's not me Yes
Q (= >
Az Update s- e
® Review recent activity >

5. Your computer should now show that the notification is successfully approved, you can click
the “Done” button to finish the MFA setup process.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

A
Microsoft Authenticator
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