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How to Set up a YubiKey

This document provides instructions for setting up a YubiKey Passkey as an MFA
method. Before beginning this process, you will need to have the Microsoft
Authenticator set up on your phone. If you do not have Microsoft Authenticator
configured or need assistance accessing your account, please contact the Help Desk
for assistance with setting up your YubiKey.

Note: A YubiKey is a physical security key that can be purchased from Amazon.

Access your Sign-in Methods
1. Sign into Pirate Portal and click the circle with your initials in the upper right
corner.

2. Click on “View account.”
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3. On the left side of your screen, click “My Account,” then click “Security Info.”
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4. Above the list of your sign-in methods, click “Add sign-in method.”

I +— Add sign-in method I

Microsoft Authenticator
— Push multi-factor authentication (MFA)

5. On the new window, click Passkey to set up the YubiKey.

(O_  Passkey

¥ Sign in with your face, fingerprint, PIN or security key

6. On the “Sign in faster with your face, fingerprint, or PIN” screen, click “Next.”

Sign in faster with your face, *
fingerprint, or PIN

O
(¥

Create a passkey to sign in to your account. No apps,
passwords, or codes needed.

e

Other options

7. Enter your YubiKey device into a USB port on your computer.

*"  windows Security

Save your passkey

@student.victoriacollege.edu
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Insert your security key into the USB port.

ﬁ This will be saved to your security key.

Cancel
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8. Create a PIN and enter it in both fields provided, then click “OK.”

You'll need to create a PIN for this security key.

. New Security Key PIN

Confirm Security Key PIN

ﬁ This will be saved to your security key.

“ Cance‘

9. When prompted, touch the gold touchpad on your YubiKey to finalize the addition
of the Passkey.

Windows Security

Save your passkey

Touch your security key.

ﬁ This will be saved to your security key.

Cancel

10.0Once the passkey has been added, you will be prompted to enter a name for
your YubiKey.

11.0nce you are finished, you will see your YubiKey as a listed option for your sign-
in method.

.__—?' Passkey (Device bound)

Victoria College Technology Services Updated 9/18/2026 JF Page | 3



	How to Set up a YubiKey
	Access your Sign-in Methods





Accessibility Report





		Filename: 

		How to Set up a YubiKey.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 0



		Passed: 30



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Passed		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

